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The Internet has become an important and widely
used source of information. Looking for informa-

tion, particularly with a search engine, is so common
that doing so with one of the most popular of search
engines has now become a verb: “to google.” Most
libraries either have access to the Internet or wish they
had, in or der to addr ess their patr ons’ information
requests. And most traditional sour ces of informa-
tion—e.g., newspapers—now have an online presence.
Nevertheless, the Internet has been viewed as a pr ob-
lematic information source. A character in the recent
movie, The Manchurian Candidate, refers to the Internet
as the “sacred sanctuary of idiots and nutters,” which,
as Hollywood movies often do, captures a common
perception. And with that perception comes the prob-
lem of how we can  identify reliable information on the
Internet. As I show , the pr oblem, when pr operly
understood, has a general, commonsense solution, at
least theoretically. Nevertheless, the specific case of
medical information on the Internet points to a contro-
versy within the medical pr ofession that most out-
siders are not aware of but nonetheless should be.

The General and Special Problem of
Reliability

The problem of reliability has a general and a special
form. In its general form, the problem is: How can we
identify or determine the reliability of any information?
That is to say, how can we be sure of some information
without already assuming the reliability of some other
piece of information? This is the well-known philo-
sophical problem of skepticism. As every student of
philosophy knows, a distinguished history and litera-
ture has developed surrounding efforts to answer or
respond to this famously deep and difficult question.

The pr oblem of r eliability of information on the
Internet is not this general problem. It is a special prob-
lem about the Internet as a source of information. In
contrast to the general problem, we assume that some
information, not on the Internet, is reliable and that we

can identify at least some instances of such r eliability.
The problem is how we can extend our recognition of
reliability to cases in which the Internet is the source of
information.

Notably, the problem of reliability is a problem about
justification rather than a pr oblem about truth. Of
course we are interested in truth, but the only rational
way to achieve that goal is to focus on justification.
Our responsibility as seekers of truth is to believe only
what we have justification to believe. While we expect
our justified beliefs to be true, a justified belief is not the

same thing as a true belief. Our beliefs are fallible—even
with the best justification they can turn out to be false.

The fallibility of even our highly justified beliefs is
hardly in dispute. The history of science is replete with
examples. Discovering that some previously widely-
held theory is false —Newtonian mechanics, for
instance—does not entail that the people at that time
were wrong or unjustified in believing Newtonian
mechanics to be true. Such discoveries do, however,
affect what we are now justified in believing. Unlike
the people in the nineteenth century, we are not justi-
fied in believing in the truth of Newtonian mechanics.

The problem of the reliability of information on the
Internet, therefore, is the problem of the justification
for believing information on the Internet. If a source of
information is indeed reliable, then we are justified in
believing it—that is what it means to be “reliable.”
Reliable sources can sometimes serve up falsehoods
and unreliable sources can sometimes hit on the tr uth.
But yielding falsehoods doesn’t necessarily undermine
a source’s reliability as long as such errors are rare and
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unsystematic. The question is how we can assess
Internet sources of information.

Once we acknowledge that the problem concerns
justification and not philosophical skepticism, the
issues become more tractable. We can begin by con-
sidering how we ordinarily identify reliable informa-
tion. In general, our pr ocedures r est on an
institutional division of labor. If someone wanted to
know about the atmosphere of Mars, the date of an
important historical event, or the chemical composi-
tion of milk, he would typically not engage in origi-
nal or fundamental r esearch. Instead, that person
would turn to a source whose reliability is underwrit-
ten by a cr edible institution. He might consult, if
appropriate, a newspaper with an established reputa-
tion or a report issued by a governmental agency or,
most likely of all, an expert, who is so identified
because she has the right credentials; that is, she has
the appropriate certification by an academic or com-
parable institution. In general, our understanding of
how our society acquir es and stor es knowledge
amongst its various institutions enables us to know
which institutions—or affiliated sources—we should
turn to when we seek particular information.

While all this may be clear and straightforward on a
general level, particular inquiries can face all sorts of
problems. We might be able to identify a r eliable
source but have difficulty accessing it. Or the subject
matter might be so obscure (to us) that we don’t know
whom to turn to for r eliable information. Or ther e
might be deliberate deception—for instance, someone
poses as an expert and so is not a r eliable source of
information. Often, if we use cautious common sense
and the help of appr opriate pr ofessionals, such as
librarians, we can addr ess these concerns. They ar e
surmountable, practical difficulties rather than theoret-
ical problems.

A seemingly more serious problem arises when reli-
able sources disagree. This can happen for a variety of
reasons. For example, on a particular topic an other-
wise reliable source might be biased or worse. But the
most common explanation is that the topic is contro-
versial—reasonable people, including experts, dis-
agree. This is how it should be when matters ar e
unsettled. In such cases epistemic r esponsibility
requires that we should either withhold belief or come
down on one side or the other with appr opriate quali-
fications and after suitable further inquiries.

What I have described in a rough and quick manner
is our ordinary way of identifying reliable information
and its critical use of credible institutions. The same
approach seems entirely applicable when we consider
information on the Internet, since many credible insti-
tutions have an online presence. Turning to such insti-
tutions is as reasonable online as it is offline; barring an
occasional technical difficulty, one should be as reliable

as the other. And if we come across information from
some other Internet source, its reliability, and so our
warrant for believing it, should depend on whether it is
in accord with antecedently identified reliable sources.

This last statement is somewhat at odds with some
discussions of information reliability on the Internet
which offer such tips as: check the date on the W eb
site, determine whether the authorship and contact
information of the Web is displayed, and keep in mind
that “if it sounds too good to be true then it probably
isn’t true.” Such internal-checking advice is completely
unnecessary once one checks the information against a
reliable source. If we are not to assume that other reli-
able sources exist, then we are not really dealing with
the problem of the r eliability of information on the
Internet but rather with the problem of philosophical
skepticism. If there are no reliable sources on a particu-
lar topic, then we should be r easonably cautious in
forming any judgment on the matter—but this points
to no special conclusion about Internet sources. And if
we are being asked to determine the reliability of infor-
mation on the Internet without appealing to
antecedently-identified reliable sources, then we need
an explanation for this peculiar exclusion. It sounds
much like trying to determine the reliability of a news-
paper story without consulting anything outside that
edition of the newspaper. What would be the point of
framing the problem of reliability in that way? If we do
not exclude the availability of antecedently-identified
reliable sources, the there is no special epistemological
problem regarding information on the Internet. Saying
that there is no special problem does not mean that it is
always easy to identify r eliable information on the
Internet. The point is only that it is no more difficult
online than offline.

It is important to keep in mind that the r eliability of
information depends upon the quality of the evidence
underlying the information. As noted previously, most
information seekers, whether on or of f the Internet,
lack the expertise to assess the quality of evidence.
They must rely on experts and the appropriate institu-
tions to identify whether some piece of information is
reliable. Concerns or controversies over the quality of
the evidence will usually manifest themselves in dis-
agreements among experts over the reliability of some
purported piece of information. If the experts disagree
over whether the data support a particular statement,
then our lay conclusions should be appropriately cir-
cumspect, tentative, and conditional.

All this, of course, depends upon the disagreement
among experts achieving a certain level of publicity.
This has not been the case in medicine where discus-
sions regarding a controversy over the nature of med-
ical evidence has for the most part not been publicly
aired. Nevertheless, people who want to get medical
information, whether or not from the Internet, need to
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be aware of this contr oversy over “evidence-based
medicine,” the topic to which we now turn.

Understanding EBM
Most people who ar e not health pr ofessionals are

stunned and a bit incredulous when told that evidence-
based medicine is a recent movement in the field. They
are likely to r eply by saying something like, “How
could this be a r ecent movement? What else could
medicine be based on? How could it ever be considered
otherwise?” Such replies indicate that the label—“evi-
dence-based medicine”—is clearly tendentious. It is not
that there are two sides: those who think medicine
should be based on evidence and those who think it
should rely on hunches, guesses, intuition, and luck.
The controversy is not over what medicine should be
based on but rather over what constitutes appropriate
evidence in medicine. The evidence-based medicine
(EBM) movement holds that certain kinds of evidence
have primary or exclusive authority in medicine.

The problem with specifying what is consider ed
proper evidence is that EBM is a moving target—the

definition of EBM has changed over the years. Early,
strict views of EBM held that medicine should be
based on scientific evidence—clinical trials or statisti-
cal analyses of past research. By contrast, clinical expe-
rience and the anecdotal case history should not count
for much since, as evidence, they can easily be biased
or incomplete. Later discussions define EBM as the
“integration” of what used to be called EBM and clini-
cal experience. But unless the word “integration” is
explained, such definitions amount to little more than
an attempt to define the controversy away—e.g., EBM
is the integration of what used to be called EBM and its
criticisms. Indeed, in a recent manual on EBM, some
researchers acknowledge that the definition of EBM
has become “more illusive, if not ambiguous.” It is lit-
tle wonder that the outsider can have such a puzzled
reaction to the existence of a contr oversy over EBM
even when one goes past the tendentious label.

We can get a better understanding of the matter by
looking at how physicians are educated. Once some-
one gains the appropriate advanced degree in physics,
mathematics, or engineering, she is considered compe-
tent and capable of engaging in work in physics, math-
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ematics, or engineering. But having an advanced
degree in medicine is not enough for engaging in med-
icine. After receiving their medical degrees, would-be
physicians apprentice themselves to a senior physician
or an institution (such as a hospital), in order to gain
clinical experience and so develop clinical judgment,
learning in a practical way what works and what does
not. Thus, when a physician makes a judgment —typi-
cally about diagnosis or treatment—she will base her
judgment on all that she knows, giving special weight
to what she knows from experience. For example, two
different ways of treating a particular disease might be
available. If the physician’s experience has been more
with one of these treatments, she will understandably
go with what, in her
experience, works.

The thought underly-
ing EBM is that this is too
idiosyncratic a basis for
medical judgments. The
best evidence is compre-
hensive, systematic, and
scientific. The various
procedures, r ecommen-
dations, diagnoses, etc.,
should be subject to scien-
tific analysis—a random-
ized clinical trial, if
possible—to determine
which medical practices
have the better outcome.
It may well be that a par-
ticular physician has had
a good track record with
procedure A, but the effi-
cacy of that pr ocedure
should be confirmed by a
large-scale scientific test.
A scientific analysis might
reveal that a different procedure B yields statistically
better outcomes. That is to say, according to EBM, the
justification for a physician’s judgment should not be:
“This is based on my medical knowledge but primar-
ily on my experience of what works. ” Instead, the jus-
tification should be something like: “This is based on
certain scientific investigations (e.g., randomized clini-
cal trials) or on statistical analysis of various studies.”

The case for EBM is clear. Medicine is based on the
science of biology. Generalizations grounded in scien-
tific evidence are far more credible than generaliza-
tions grounded in anecdotes fr om experience. One
good example is the determination of the efficacy of
medications. Regardless the number of success stories
that a physician can summon fr om his experience,
such success stories are a poor basis for generalization
when compared to what a randomized clinical trial

would provide. Success stories can be full of selection
bias and other confounding variables, undetected, and
perhaps undetectable, from the data comprising a clin-
ician’s experience. A scientific study gives us much
better insight into identifying and accounting for such
variables, so that we can say with justification whether
a particular medication is in general efficacious and by
how much.

The case against EBM begins with the claim that the
goal of medicine —maintaining and pr omoting the
health of patients—involves judgments about specific
individuals. While conceding that generalizations
based on systematic scientific evidence are far more
credible than those based on anecdotal case studies,

the critic of EBM points out
that the application of
these credible generaliza-
tions to individual patients
is not at all straightfor-
ward. Generalizations in
medicine are typically sta-
tistical. For example, one
might say that most peo-
ple, or the average person,
will benefit mor e fr om
treatment A than fr om
treatment B. The statistical
character of these general-
izations r eflects the vari-
ability in human beings.
We differ in how we heal,
how we r espond to tr eat-
ments, how we are vulner-
able, and how and which
symptoms we manifest
when we have a particular
disease. Hence, knowing
that 80 per cent of most
people r espond to tr eat-

ment A does not entail that the individual patient in
front of the physician will respond if so treated; the
patient might be part of the 20 percent that should be
given treatment B. That is to say, a statistical general-
ization is about a population or a group of people, it is
not about an individual. In order to bring that statisti-
cal generalization to bear on a specific patient the
physician needs to exercise clinical judgment, of course
informed by the statistical generalization, but forged
through clinical experience. Based on his particular
experience, the physician might judge that this patient
is an exception to the accepted generalization.

In other words, the critic of EBM notes that the prac-
tice of medicine requires applying a statistical general-
ization to an individual patient. In order to bridge that
gap, the physician needs to appeal to something
beyond the evidence codified by EBM. That something
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is clinical experience. The advocate of EBM, in the strict
sense that we have been characterizing it, denies that
there is any “inferential gap” between the statistical
generalization and the case of an individual patient.
Although the statistical generalization does not entail
that this particular patient will respond to treatment A,
the physician should nonetheless r ecommend treat-
ment A, given the available evidence. He has no justifi-
cation—only what the advocate of EBM dismisses as
hunches and intuition—to recommend otherwise.

The critic of EBM will object to this characterization.
Clinical experience does not refer simply to a compila-
tion or database of clinical cases. If it did, then it would
refer to nothing more than a collection of anecdotes,
which, as the advocate of EBM stresses, can easily be
incorporated into the statistical generalizations under-
lying EBM. Clinical experience r efers to the clinical
judgment and per ception that ar e developed and
shaped by the medical cases that the physician
encounters. Thus, two competent physicians with dif-
ferent clinical experiences may see and judge the same
cases differently.

This last point can vividly illustrate a significant dif-
ference over EBM—the justification for seeking second
opinions. In mathematics, physics, and the other sci-
ences, seeking second opinions has little rationale. If a
mathematician presents a solution to a given problem,
the only reason for seeking the opinion of a second
mathematician is if one doubts the first mathemati-

cian’s solution. If the two mathematicians disagree, at
least one of them has made a mistake. Consequently,
one doesn’t really seek second opinions in these cases
so much as one seeks confirmation of the first opinion.
The matter is quite different in the case of medicine,
which has traditionally encouraged patients to seek
second opinions, especially in cases of life-threatening
or unusual diseases. The rationale for seeking second
opinions is not that there is doubt about the judgment
of the first physician. Seeking a second opinion is not a
criticism of the first physician’s competence. It is an
acknowledgement of the importance of individual
clinical experience in forming a physician’s judgment
and perception. For example:

Physician X examines a patient, noting that he exhibits most
but not all of the symptoms associated with a serious disease,
and diagnoses accordingly. A second physician Y is brought
in—at the patient’s request, physician X’s request, or both—
who notes the same symptoms but, based on his experience, is

more concerned in this specific case about the absence of certain
symptoms than physician X is. The two physicians discuss the
matter and agree to run some further tests to resolve the issue.

In this example, neither the care nor competence of
physician X is being questioned. The purpose of seek-
ing a second opinion is to br oaden the experiential
base for clinical judgments.

From the standpoint of EBM, at least understood
strictly, seeking second opinions does not have this
rationale. The evidence for medical judgments can
consist only of the results of clinical trials and the sta-
tistical analyses of past r esearch. The result of EBM
should therefore be a standardization of medical judg-
ments, much as physics or mathematics is standard-
ized. How could two competent physicians disagree
about a particular case when they agree on the scien-
tific evidence and agree that that evidence is the best or
primary evidence for medical judgments? The idiosyn-
cratic differences in the experiences of physician X and
Y are just that. It would seem that according to EBM
there is no point in seeking a second opinion unless
one has doubts about the first physician ’s competence
or knowledge of the latest research.

The controversy over EBM is a dispute over what
constitutes medical evidence and therefore is a dispute
over how to form reliable medical judgments about
individual patients. Is scientific evidence enough or is
clinical experience essential? It is not the purpose of
this paper to r esolve this dispute. Our purpose has
been to show the existence and importance of this con-
troversy within the medical profession. Outside the
profession, this controversy has implications for the
lay person’s interest in medical information on the
Internet, to which we now return.

Reliable Information, Reliable Judgments
People seeking medical information on the Internet

can be highly motivated, since their search for medical
information is often driven by a desire to understand
or form a medical judgment about themselves or about
someone for whom they care. The purposes of such
inquiries can usually be classified into three types:

(1) The inquiries can be an attempt to supplement or
provide a fuller background to the information and
judgments given by a physician.

(2) The inquiries can be an attempt to seek a second
(medical) opinion.

(3) The inquiries can be an attempt to form an alter-
native to seeing any physician.

This classification thus r epresents three common
kinds of uses of medical information by a non-expert.

The first type represents an important development
in the physician-patient relationship and in the general
trend to place more authority and control over deci-
sion-making in patients. Although a physician is
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expected to answer fully his patient ’s questions about
diagnosis, treatment, and any other medical assess-
ments or judgments, the patient might r ealize later,
after he has left the physician, that he needs mor e
information or mor e explanation. The Internet can
function as a useful alternative and supplemental
source for such information and explanations. Indeed,
a patient (or caregiver) might find information on the
Internet easier to assimilate than information pr e-
sented in the formal setting of a physician’s office. In
addition, and at least as important, the patient might
not know all the questions that are worth asking. Even
though the physician has tried to explain his assess-
ment of the patient’s medical condition, ending with
the inviting, “Do you have any questions?” the patient
might still be unsatisfied but not know what more to
ask. The Internet can make patients and their car e-
givers more sophisticated, learning mor e about the

medical condition and concerns others have raised,
and so help articulate the patient ’s and car egiver’s
own concerns and questions, which can then be
addressed in their subsequent visits to the physician.

The second and third types of inquiries ar e much
more problematic. Can the Internet user—whom we
assume is not a health professional and has no clinical
experience—and who obtains medical information
(statistical or about other people) on the Internet, form
reliable medical judgments about an individual? This
is wher e the dispute over EBM is r elevant. If we
assume that clinical experience is not essential to form-
ing reliable medical judgments —no more essential
than experience as a mathematician or as a physicist is
essential to forming reliable judgments in mathematics
or physics—then it is possible for a sufficiently smart
and informed Internet user to form reliable medical
judgments. Such an assumption is controversial, as we
have seen.

Consider, ther efore, the second use identified
above—using the Internet to form second opinions.
As was noted, the rationale for seeking second opin-
ions in medicine rests on a view of how clinical expe-
rience shapes medical judgments and perceptions. If
we drop the significance of clinical experience from
the picture, we drop the rationale for seeking second
opinions as well. Thus, a lay person cannot get a sec-
ond medical opinion regarding a specific diagnosis or
treatment plan simply by gathering information from

the Internet. The individual can of course gather infor-
mation in an effort to confirm or challenge a physician’s
judgment, but only in limited ways. One can use the
Internet to gather reliable medical information in order
to check on whether the scientific evidence underlying
the physician’s judgment is the most current. If there
are discrepancies, they should be discussed with the
physician. If the discussions are not satisfactory, the
physician should be replaced. But all this is not aug-
menting the first physician’s judgment with a second
medical opinion; it is checking the competence of the
first physician.

The third use—using the Internet as an alternative to
seeing any physician—can arise for several reasons.
One reason might be that one simply does not tr ust
physicians, claiming that their judgments are biased
toward their financial interests and the protection of
their profession. It is not clear how one can consis-
tently not trust physicians but trust the medical infor-
mation on the Internet, which is often written by
physicians. Another r eason might be that one does
trust physicians but nevertheless uses the Internet to
determine whether on a particular occasion it is worth
seeing a physician. But this reason is based on a mis-
taken view of when it is worth seeing a physician—i.e.,
only when the medical condition is serious and worth
the physician’s time. It is worth seeing a physician
when it is worth the patient ’s time—i.e., when the
patient (or appropriate other, such as a caregiver) is
concerned about signs, symptoms, or other aspects of a
medical condition. Yet another reason might be that
one trusts physicians and wants to see one but goes
online instead because it is the only option: no physi-
cian is available. This unavailability can arise because
of manpower shortages, economic barriers, or other
problems with access to the health care system. In such
cases, the Internet user would see, probably rightly,
that going online is a poor alternative to seeing a
physician. The question is whether this is better than
nothing at all; in some cases it might be, but it is not
always clear when it is. The Internet is no substitute for
adequate access to health care.

Finally, one might believe that, armed with the
appropriate textbooks and the reliable medical infor-
mation that can be found on the Internet, one could
form reliable medical judgments about a particular
individual. That is, one might hold to the strict EBM
line but without realizing it since, as I have noted, few
outside medicine are even aware of much less hold to
the EBM view, and even advocates of EBM in the med-
ical pr ofessional do not adopt the strict EBM line.
Quite likely , ther efore, those tempted to use the
Internet in this way might well be less tempted once
they are aware of the contr oversy over strict EBM.
Accordingly, medical organizations, at the very least,
should see it as their responsibility to make awareness
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of the EBM controversy more widespread.
Although there has been some concern over the reli-

ability of medical information on the Internet, the sig-
nificance of that concern depends upon how the
information will be used. Some uses, such as acquiring
a general understanding of a medical condition, are
unexceptional. Others, such as forming a medical
judgment about an individual, are more problematic.
There is no straight line from reliable information to
reliable judgments.
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